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He said FBI agents also wanted him to identify people tied to terrorist networks or ideologies, as well as
speak about fund-raising activities.

He said he still has ties to his Muslim friends from Idaho, the majority of whom are Saudi Arabian
citizens. He said he and Muslims from Idaho used to be active in a non-profit organization called Al
Moultaga.

"The goals of Al Moultaqa were mainly Islamic 'daawa’ (calling people to Islam); we did not have any
kind of fund-raising activity."

The organization sold books and tapes and used the money to produce more religious books and tapes.

"When Al Moultaga organized youth summer camps, we would also collect money, mainly because
most of the children who attend our summer camps came from poor families and could not afford to
pay,” he said.

The man said he did Web design for Al Moultaga and attended many conferences on behalf of it but
never dealt with the finance work.

Al Moultaga was originally set up in Seattle until 1997, this man said, but was closed because of a lack
of money. After 1997, Saudi students reopened it in Moscow. He said that among other tasks on behalf
of Al Moultaga, he led Muslim prayer in the Washington State Penitentiary in Walla Walla in 1999.

He said that by the time he decided to travel to Yemen, the activities of Al Moultaga were already
slowing down. Now the activities have ceased because Moscow's students do not want to arouse
suspicions.

"Saudi students are really scared of having problems,” he said. "They think if they have any kind of
problems with the U.S. government, they would also be in trouble when they go back to their country.™

When asked about Muslim charities in Moscow, the former football player named a group called Help
the Needy -- and indeed signs advertising the group are on display in the mosques in Moscow and
Pullman.

The organization was established in 1993 and is headquartered in the upstate New York town of Dewitt.
The group's Web site says it provides food, clothes and lodging for orphans and families as well as
medicines for hospitals.

Help The Needy provides aid to people in Irag, according to the Web site. It is also listed on the British
Web site of the Victims of War Fund, which reports distributing money to people on the

Afghanistan-Pakistan border.

Ismail Diab, until recently a Palouse-area representative for the group, said in an interview that the
charity helps "the most needy people on Earth, the Iragi children," who he said have suffered greatly
since the imposition of the United Nations economic embargo on the country.

Last year, he said, the group raised at least $450,000 from Muslims in the United States, and donated it
to Iraq in the form of food. But the money was sent to assist suffering people, not the government.

Diab, 51, said he was not aware of any money raised for the group ending up in the hands of terrorists.
"How can you put yourself in that situation, where you know it's illegal?"
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Other officials with the group could not be reached for comment.

Officials at two organizations that maintain databases on non-profit groups say they could not find any
Internal Revenue Service filings by Help The Needy. Because of its status as a religious-based non-profit
operating abroad, however, Help The Needy is not obligated to file income and expenditure records.

As the FBI investigates student fund-raising activities in the Palouse, criminal justice sources say the
Inland Northwest Terrorism Task Force is also investigating fund raising by the former president of the
Spokane Islamic Center -- an hour to the north of Pullman and Moscow.

The man, a naturalized U.S. citizen from the Israeli-occupied territories, is the target of an investigation,
in part because of his alleged support for the Palestinian terror group Hamas, these sources say.

Bevan Maxey, the man's attorney in Spokane, said FBI agents have raised the Hamas angle with
different people connected with the inquiry. But "they're just fishing for information,” he said. "I don't
think it's a fair statement that he's a vocal supporter of Hamas."

Maxey said he knows nothing about the investigation into Islamic fund raising in the Palouse, and he
denied that his client has sent any of the $600,000 he raised to Hamas or other groups that have been
labeled as terrorists.

"It's a juicy inference, but I don't think there is any merit to it whatsoever," he said.

The man has not been arrested or charged with any crimes, though law enforcement officials confirm
pertinent details of the investigation.

They also said the two investigations may be related. Said one: "You're on the right track."

© 1598-2007 Seattle Post-Intelligencer
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April 10, 2003
INTRODUCTION

Good morning. Chairman Gregg, Senator Hollings and members of the Subcommittee, 1
welcome the opportunity to appear before you to discuss the FBI's Fiscal Year (FY) 2004
budget request. The FBI is undergoing extraordinary, positive change, to better meet the
threats posed by terrorists, foreign intelligence services, and criminal enterprises. We
have changed our organizational structure to address the greatest threats facing our
country, to be more dynamic and flexible, and to ensure accountability. And we are
dramatically upgrading our information technology. These changes, and many others that
are ongoing, will ensure that the FBI stays on top of current and future threats well into
the 21St century.

The FBI's FY 2004 budget request will give us the resources we need to keep this
positive momentum. Our total request is $4.6 billion. We are requesting program changes
totaling $513 million, including 2,346 new positions, 503 of which are Special Agents,
This moming, I would like to briefly walk you through our progress to date, our
assessment of the threat and the changes we are making to align our organization and
resources to address the threat.

Before beginning, let me make one caveat to my testimony. We are still analyzing the
impact of the 2003 Omnibus Appropriations Act on our 2004 request. It is possible that
some changes to the request may be required to reflect the 2003 enacted level. We will be
working with the Appropriations Committee on this analysis.

COUNTERTERRORISM PROGRESS

The prevention of another terrorist attack remains the FBI's top priority. We are

thoroughly committed to identifying and dismantling terrorist networks, and 1 am pleased
to report that our efforts have yielded major successes over the past 18 months. Over 228
suspected terrorists have been charged with crimes, 113 of whom have been convicted to
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date. Some are well-known --including John Walker Lindh and Richard Reid. But, let me
give you just a few recent examples:

In March, Khalid Shaikh Mohammed was located by Pakistani officials and is in custody
of the US at an undisclosed location. Mr. Mohammed was a key planner and the
mastermind of the September 11th attack. Since the arrest, the FBI worked with other
agencies to disrupt his financial network in the UAE and Pakistan and we are continuing
to get extremely valuable information from him.

-On March 16, Abdullah al-Kidd, a US native and former University of Idaho football
player, was arrested by the FBI at Dulles International Airport en route to Saudi Arabia.
The FBI arrested three other men in the Idaho probe in recent weeks. And the FBI is
examining links between the Idaho men and purported charities and individuals in six
other jurisdictions across the country.

-In February, members of the Palestinian Islamic Jihad, including Professor Sami Al-
Arian, were arrested by the FBI and charged under Racketeering Influence and Corrupt
Organizations with operating a racketeering enterprise from 1984 until the present that
engaged in violent activifies.

-Six individuals in Portland, Oregon, were arrested by the FBI and charged with
conspiracy to join al Qaeda and Taliban forces fighting against US and allied soldiers in
Afghanistan.All six have entered plea negotiations.

-And, in Buffalo, the FBI arrested seven al-Qaeda associates and sympathizers. These
individuals, members of a suspected sleeper cell, were indicted in September 2002 for
providing material support to terrorism.

In addition, we are successfully disrupting the sources of terrorist financing, including
freezing $125 million from 62 organizations and conducting 70 financial investigations,
23 of which have resulted in convictions.

COUNTERTERRORISM THREAT

Despite these successes, tangible terrorist threats remain. During this period, we are
clearly focused on immediate threats to the nation because of the war in Iraq. In order to
respond to potential threats, our Strategic Information and Operations Center at FBI
Headquarters and our field special command posts are operating on a 24 hour basis. We
established an Iraqi Task Force. And, our agents have interviewed over 9,000 individuals
and are obtaining important information to help protect the American public.

But, even as we guard against this potential Iragi threat, we believe that for the
foreseeable future, the al-Qaeda network will remain one of the most serious threats
facing this country. While the US has made progress in disrupting al-Qaeda at home and
overseas, the organization maintains the ability and the intent to inflict significant
casualties in the US with little warning,
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CHANGING TO MEET TERRORIST THREATS

As al-Qaeda and other terrorist organizations change their tactics, the FBI, too, must
evolve. And we are evolving.

Our new Analysis Branch in the Counterterrorism Division has produced 30 in-depth
analytical assessments, including a comprehensive assessment of the terrorist threat to the
homeland. We have also improved analyst training and dramatically beefed up our
language translation capabilities.

I am now focusing on long-term strategies to enhance our ability to collect, analyze, and
disseminate intelligence. I have put in place a new, formal structure that will enable the
FBI to assess gaps and to establish formal policies and strategic plans for intelligence
collection. A new Executive Assistant Director for Intelligence (EAD/I), Maureen A.
Baginski, will have direct authority for the FBI's national intelligence program, and will
ensure that we have optimum intelligence strategies, structure, and policies in place.

We are establishing, in every field office, Intelligence units staffed with Reports Officers.
These specially-trained individuals collect and extract intelligence from FBI
investigations and share that information with our law enforcement and intelligence
partners.

FY 2004 COUNTERTERRORISM REQUEST

Our FY 2004 request includes approximately $1 billion in direct support for
counterterrorism. Nearly 50% of all requested program changes, or $250 million,
supports counterterrorism. In particular, the 430 positions proposed in the FY 2004
budget will strengthen operational support around the country and improve CT
management and coordination at FBI Headquarters. New personnel would provide an
increased level of guidance, legal advice, and operational support to investigators on the
front line of the war on terrorism. We must also continue to grow our cadre of strategic
analysts. The number of FBI counterterrorism cases more than doubled last year, and
with the recent capture of high- ranking al-Qaeda operatives, the number of cases will
continue to climb.

The requested amounts would support 66 JTTFs - critical multi-agency task forces that
facilitate cooperation and information sharing, and act as a "first line" for preventing
terrorist attacks. It would expand vital international partnerships by adding new FBI
Legal Attaches in Sarajevo, Bosnia; Kuwait City, Kuwait; Tashkent, Uzbekistan; Kabul,
Afghanistan; and Belgrade, Serbia, and by enhancing our presence in several existing
locations to handle a growing workload.
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Approval of this budget request would also improve FBI crisis response capabilities, so
we are prepared to respond to the scene of a terrorist attack at home or abroad quickly
and effectively, with the equipment we need.

COUNTERINTELLIGENCE PROGRESS

Mr. Chairman, so far this morning I have focused on the terrorist threats facing this
country. Our counterintelligence efforts are also vital to national security. I want to
emphasize that the FBI is thoroughly engaged in fighting the serious threat from foreign
intelligence services and their assets. The FBI had several successful investigations in
this area. Last month, Brian Regan agreed to accept a life sentence for attempted
espionage and unlawful gathering of defense information. In October 2002, Ana Montes
was sentenced to 25 years in prison following her plea of guilty to one count conspiracy
to commit espionage on behalf of Cuba.

COUNTERINTELLIGENCE THREATS

Intelligence threats fall into four general categories. The most significant - and our top
counterintelligence priority -- is the potential for an agent of a hostile group or nation to
enhance its capability to produce or use weapons of mass destruction. A second threat is
the potential for a foreign power to penetrate the U.S. Intelligence Community. A third
threat is the targeting of government supported research and development. The
individuals awarded research and development contracts in support of ongoing operations
and war-making capabilities constitute the highest risk. The fourth threat is the potential
compromise of Critical National Assets (CNAs). The nation's CNAs are those persons,
information, assets, activity, R&D technology, infrastructure, economic security or
interests whose compromise would do damage to the survival of the United States.

CHANGING TO MEET INTELLIGENCE THREATS

Just as we have worked to transform ourselves within the counterterrorism program, we
have made significant changes to the FBI's counterintelligence program. Last May, when
I announced the second phase of the FBI reorganization, I indicated that we would be
refocusing our counterintelligence program to focus on the four threats I outlined. That

effort is progressing with a centralized, nationally directed program. We established a
Counterespionage Section responsible for overseeing all of the FBI's counterespionage
efforts, including economic espionage, and we clarified our priorities and objectives in a
"National Strategy for Counterintelligence."

With your support, we reprogrammed 216 positions from criminal investigations to
counterintelligence, and we now have full-time counterintelligence squads in 48 of the 56
field offices.

FY 2004 COUNTERINTELLIGENCE BUDGET REQUEST




Case 1:05-cv-00093-EJL-MHW Document 310-6 Filed 12/21/11 Page 30 of 41

For FY 2004, we ask your support for program changes totaling $63 million and 599
positions, including 94 agents, to further our counterintelligence strategy. These
resources would provide the necessary investigators, analysts, and surveillance
capabilities needed to address emerging global threats, bolster both our fixed and mobile
surveillance capabilities, and improve our ability to detect espionage activities targeting
national assets and universities.

CYBER CRIME PROGRESS

Next, I would like to discuss our third priority - cyber. We have created a consolidated
new Cyber Division at Headquarters to manage investigations into Internet-facilitated
crimes, to support investigations throughout the Bureau that call for technical expertise,
and to help us coordinate with public and private sector partners.

This strategy is proving successful. Our computer intrusion program, for example, has
identified over 5,000 compromised computers, and resulted in 320 convictions and $20.4
million in restitutions. During 2002, Innocent Images National Initiative investigations
resulted in 692 arrests, 648 indictments/informations, and 646 convictions. And despite
using only 5% of all FBI resources, the Cyber Program is facilitating investigative
activities across all Bureau programs.

CYBER CRIME THREAT

Unfortunately, we are seeing explosive growth in cyber crime -both traditional crimes
such as fraud and copyright mfringement that have migrated on-line, and new crimes like
computer intrusions and denial of service attacks.

To date, terrorists have posed only low-level cyber threats, but some organizations are
increasingly using information technology for communication. Terrorist groups are
increasingly computer savvy, and with publicly available hacker tools, many have the
capability to launch nuisance attacks against Internet-connected systems. As terrorists
become more computer savvy, their attack options will increase.

CHANGING TO MEET CYBER THREATS

Looking forward, our Cyber Program will focus on identifying -and neutralizing: (1)
individuals or groups conducting computer intrusions and spreading malicious code; (2)
intellectual property thieves; (3) Internet fraudsters; and (4) on-line predators that
sexually exploit or endanger children. Our success will depend on maintaining state-of
the art technical capabilities to handle complex investigations and forming and
maintaining public/private alliances.

FY 2004 BUDGET REQUEST

For FY 2004, the FBI is requesting $234.4 million to protect the US against cyber-based
attacks and high-technology crimes. This request represents program changes of $62
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million and 194 positions, including 77 agents. These resources will enable the FBI to
staff computer intrusion squads in field offices, enhance technical capacities to identify
persons illegally accessing networks, and provide funding for the training and equipment
we need to more aggressively investigate cyber incidents. The requested resources will
enable the FBI to increase its efforts to detect the sexual exploitation of children on the
Internet. Over the past six years we have seen these cases grow in number from 113 to
over 2,300. We must increase our commitment here. Finally, the resources would allow
us to expand our ability to conduct computer forensics examinations. Right now, 6 out of
10 investigations require some level of computer forensics support. History tells us that
the number of cases requiring this support will continue to grow and that the number of
forensic examinations required per investigation will also continue to grow.

TECHNOLOGY PROGRESS

I would like to touch on our efforts to upgrade FBI technology. Over the past two years
the FBI has made significant progress in modemizing our information technology
infrastructure to better support our investigative needs. On March 28, we completed the
Trilogy Wide Area Network - three days ahead of schedule. High-speed local area
networks have been deployed to 622 FBI locations. Over 21,000 new desktop computers
and nearly 5,000 printers and scanners have been provided. The Enterprise Operations
Center, which will manage our computer networks, becomes operational early this spring.

We are now focused on implementing a corporate data warehousing capability that is key
to FBI intelligence, investigative, and information sharing initiatives as well as to our
records management system.

Trilogy will change the FBI culture from paper to electronic. It will replace redundant
searches of stove-piped systems. Agents will search multiple databases - linking
thousands of data points of evidence, leads and suspects - through a single portal. Trilogy
is the base for a modern computer architecture. Trilogy computers, servers, and networks
will support state-of-the-art applications. Using Trilogy to transport, the Integrated Data
Warehouse will link 31 FBI databases for single-portal searches and data mining. The
Collaborative Capabilities program will allow electronic data sharing with other agencies.

FY 2004 BUDGET REQUEST

We are now at the point in our information technology upgrade where it is essential that
we preserve these investments by ensuring there is sufficient funding for life-cycle
operations and maintenance of systems and for technology refreshment. The FY 2004
request includes increases of $82 million to fund technology refreshment and operations
and maintenance. These resources will ensure that the equipment we have deployed stays
in good working order, and that it is replaced in an orderly manner. The FBI can never
again allow its equipment to become obsolete.

OTHER PROGRAMS
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We are completely restructuring our internal security programs and processes. We have
created a dedicated Security Division and are consolidating security functions under a
single management structure. As we implement these changes to improve security, we are
addressing recommendations in the Webster and Rand reports. The FY 2004 request
includes increases of $37 million and 126 positions, including 32 agents. These resources
will fund polygraph examinations, guard services, and other security expenses.

The FBI Laboratory's R&D efforts generated more than 120 projects, providing more
than 100 deliverable products to the operational units, 58 technical publications, and 126
scientific presentations, in the last three years. The FBI's Combined DNA Index System
software is used by 185 domestic and 23 foreign laboratories. The FY 2004 request
includes $3.28 million and 32 positions funding nuclear DNA and the Federal Convicted
Offender Program.

I will conclude with the FBI's Criminal Program. We have opened more than 85 major
corporate fraud investigations. At the end of FY 2002, the FBI had five corporate fraud
investigations with losses in excess of $1 billion. Currently, this number has increased to
eight. Forty-five FBI field offices are participating in multi-agency corporate fraud
working groups. The FY 2004 request includes $16 million and 164 positions, including
54 agents. The request will fund additional investigators to support this initiative.

CLOSING

The FBI has turned a corner in its history. With the support of Congress, we have been
able to make dramatic and substantive changes. Our transformation continues because the
threats facing the U.S. homeland continue to evolve. | want to reassure you that we are
committed to protecting this country from those who seek to harm us through acts of
terror, espionage, cyber attacks, or criminal acts. Every citizen must be able to enjoy the
basic freedoms this great nation provides. The men and women of the FBI understand
their roles in these challenging and uncertain times. With your support, we can give them
the resources and tools they need to carry out our mission.

Thank you.
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1 questions based on your long career at the FBI. What"s
2 the difference between a criminal i1nvestigation and an

3 intelligence investigation?

4 A. Criminal investigations are generally

5 pointed towards prosecution. Normally intelligence

6 investigations have other goals.

7 Q- Okay. What are some of those other goals,
8 1T you know?

o A. Well, just by virtue of the name of i1t, to
10 develop intelligence information.

11 Q.- Okay. So you ask a stupid question, you
12 get -- can there be an intelligence i1nvestigation

13 without a corresponding criminal Investigation?

14 A. I guess 1t would depend on the time frame

15 you"re talking about. Things change.

16 Q. Things have changed at the FBI, you"re

17 saying?

18 A. They have.

19 Q- Okay. And so what would the relevant time

20 period be?

21 A. There again, 1 would only be speculating.
22 I*m not sure.

23 Q- Okay. But you had some reason for saying
24 it would depend on the time frame?

25 A. Well, years ago, iIn the 80s, there were

M & M Court Reporting Service, Inc. 1-800-879-1700 DAVIS, ROBERT
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Page 13

1 strike that. You"re saying you don"t know what they are
2 at this particular time?

3 A. Correct.

4 Q. Okay. |1 want to ask you about 1n 2001.

5 Do you know what the standards were for i1nitiating a

6 JTTF intelligence investigation?

7 A. I did then. |I"m not sure I can remember

8 what they are, or what they were, now.

o Q. How about for a JTTF criminal

10 investigation?

11 A. It would have been -- 1 would give you the
12 same answer because there would be a manual to look in,

13 and lots of manuals, and so you would always consult the
14 manual when you opened an investigation.

15 Q.- How about putting aside JTTF? Do you

16 recall what the standard was for opening a criminal

17 investigation by the FBI in 20027?

18 A. Generally, i1t would have been information

19 beyond a reasonable suspicion that someone had committed

20 a criminal act.

21 Q.- Okay. And how about for an intelligence
22 investigation?
23 A. I don"t know. 1 couldn"t answer that

24 question.

25 Q. Was there a formal procedure for opening a

M & M Court Reporting Service, Inc. 1-800-879-1700 DAVIS, ROBERT

b5715917-3b4e-4fa9-ab3e-850bbh953fbh50
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1 REPORTER"S CERTIFICATE
2 I, JULIE MCCAUGHAN, Certified Shorthand Reporter,
3 do hereby certify:
4 That the foregoing proceedings were taken

5 before me at the time and place therein set forth, at

6 which time any witnesses were placed under oath;

7 That the testimony and all objections made
8 were recorded stenographically by me and were thereafter
o transcribed by me or under my direction;

10 That the foregoing 1Is a true and correct
11 record of all testimony given, to the best of my

12 ability;

13 That 1 am not a relative or employee of

14 any attorney or of any of the parties, nor am I

15 financially interested 1In the action.

16 IN WITNESS WHEREOF, 1 have hereunto set my
17 hand and seal December 10, 2007.

18
19
20

21

JULIE MCCAUGHAN, ID C.S.R. No. 684

22 Notary Public
816 Sherman Avenue, Suite 7
23 Coeur d"Alene, ID 83814

24 My Commission Expires February 9, 2010.

25

M & M Court Reporting Service, Inc. 1-800-879-1700 DAVIS, ROBERT
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Plaintiff Abdullah al-Kidd, by and through his attorneys of record, respectfully
moves this Court for an Order allowing plaintiff to file the Declaration of Lee Gelernt,
and attached exhibits, under seal. This Declaration is in support of Plaintiff’s Opposition
To Individual Defendants’ Motion For Summary Judgment And In Support Of Plaintiff’s
Cross-Motion For Summary Judgment filed on this date herewith. Plaintiff is
simultaneously filing a memorandum in support of this motion.

Dated: December 21, 2011 /sl
Lee Gelernt
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CERTIFICATE OF SERVICE

| HEREBY CERTIFY that on the 21 day of December, 2011, I filed the foregoing
electronically through the CM/ECF system, which caused the following parties or
counsel to be served by electronic means, as more fully reflected on the Notice of
Electronic Filing:

Brant S. Levine J. Marcus Meeks
brant.levine@usdoj.gov marcus.meeks@usdoj.gov

Is/_Lee Gelernt
Attorney for Abdullah al-Kidd



mlauterback
Rectangle

mlauterback
Rectangle

mlauterback
Rectangle


Case 1:05-cv-00093-EJL-MHW Document 310-8 Filed 12/21/11 Page 1 of 12

LEE GELERNT, Bar NY 8511
Igelernt@aclu.org

MICHAEL K.T. TAN
mtan@aclu.org

ESHA BHANDARI

ebhandari@aclu.org

AMERICAN CIVIL LIBERTIES UNION FOUNDATION
IMMIGRANTS’ RIGHTS PROJECT

125 Broad Street, 18" Floor

New York, NY 10004

T: 212-549-2616

F: 212-549-2654

MICHAEL J. WISHNIE, CT Juris. No. 429553
michael.wishnie@yale.edu

YALE LAW SCHOOL

P.O. Box 209090

New Haven, CT 06520-9090

T: 203-436-4780

F: 203-432-1426

(Cooperating Counsel for the ACLU)

Counsel for Plaintiff

UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF IDAHO

ABDULLAH AL-KIDD, Case No. 1:05-cv-093-EJL.-MHW
Plaintiff, PLAINTIFF’S RESPONSE TO
INDIVIDUAL DEFENDANTS’

V. STATEMENT OF UNDISPUTED

MATERIAL FACTS
ALBERTO GONZALES, Attorney General
of the United States; et al.,

Defendants.




Case 1:05-cv-00093-EJL-MHW Document 310-8 Filed 12/21/11 Page 2 of 12

Additional Counsel

KATHERINE DESORMEAU*
kdesormeau@aclu.org

AMERICAN CIVIL LIBERTIES UNION
FOUNDATION

IMMIGRANTS' RIGHTS PROJECT

39 Drumm Street

San Francisco, CA 94111

T: 415-343-0773

F: 415-395-0950

LEA COOPER, ISB No. 3505
Icooper@acluidaho.org

AMERICAN CIVIL LIBERTIES UNION
OF IDAHO FOUNDATION

P.O. Box 1897

Boise, ID 83701

T: 208-344-9750

F: 208-344-7201

R. KEITH ROARK, ISB No. 2230
Keith@roarklaw.com

THE ROARK LAW FIRM, LLP
409 N. Main St.

Hailey, ID 83333

T: 208-788-2427

F: 208-788-3918

CYNTHIA WOOLLEY, ISB No. 6018
Cynthia@ketchumidaholaw.com

LAW OFFICES OF CYNTHIA J.
WOOLLEY, PLLC

P.O. Box 6999

180 First St. West, Suite 107

Ketchum, 1D 83340

T: 208-725-5356

F: 208-725-5569



Case 1:05-cv-00093-EJL-MHW Document 310-8 Filed 12/21/11 Page 3 of 12

1-2. Plaintiff does not dispute these facts.

3. Plaintiff disputes this fact insofar as Defendants are suggesting a bright line between
criminal and intelligence investigations, or that intelligence investigations do not often lead to
criminal investigation and/or charges. “Intelligence” and “criminal” investigations work in
tandem, and both types of investigations can lead to criminal charges. See Ex. 8, Dezihan Dep.
51-52, 82-83 (intelligence and criminal investigations formally merged in 2002), 114-15, 161-62
(FBI shared periodic updates with U.S. Attorney’s Office); Ex. 2, Gneckow Dep. 17; EX. 3,
Cleary Dep. 18, 30.

Plaintiff also disputes that the testimony establishes that the FBI could open an
intelligence investigation in 2001 absent suspicion of criminal activity. Defendants’ witnesses
could not articulate a clear standard for opening an intelligence investigation in 2001. See EX. 2,
Gneckow Dep. 26-27; Ex. 3, Cleary Dep. 30; Ex. 23, Davis Dep. 11, 13.

4. Plaintiff disputes these facts insofar as Defendants imply that Mr. al-Kidd was not a
criminal suspect. Defendants omit that Plaintiff was under criminal suspicion from 2001 through
at least 2003. See Ex. 2, Gneckow Dep. 45-46 (“a possible co-subject” has not been “ruled out
definitively” from criminal suspicion); Ex. 6, Mace Dep. 73 (equating “subject” with “suspect”);
Ex. 5, U.S. Docs 2724, 3002-03, 3007 (Plaintiff was a “subject” in Al-Hussayen’s criminal
investigation); see also Ex. A, U.S. Docs 666 (filed under seal) (FBI sent al-Kidd’s name as a
proposed “defendant[]”);EXx. 7, Lindquist Dep. 53.

In addition, when Mr. al-Kidd was arrested at the airport, FBI agents took al-Kidd to a
police station in the airport and, with Gneckow’s consent, interrogated him. EX. 2, Gneckow
Dep. 189-92. They questioned him at length, without counsel, about his own religious beliefs

and opinions on various Islamic organizations, the purpose of his previous trip to Yemen, and the
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contents of his luggage. Id. 192; see also Ex. 1, Pl. Docs 26-31. The FBI agents searched al-
Kidd’s belongings, Ex. 5, U.S. Docs 2997, and seized numerous items, including his laptop. EX.
2, Gneckow Dep. 125; Ex. 5, U.S. Docs 1982. The FBI later drafted a search warrant application
to search al-Kidd’s laptop, stating that it likely contained relevant to Plaintiff’s possible criminal
activities. Ex. 2, Gneckow Dep. 125-26; Ex. B, U.S. Docs 1583 (filed under seal).

5. Plaintiff disputes these facts to the extent they suggest Defendant Gneckow did not
know that the transfers were salary when he prepared his affidavit. See Ex. 2, Gneckow Dep. 76
(testifying he knew “well before” submitting the affidavit that the payments were salary).

6. Plaintiff does not dispute these facts.

7. Plaintiff disputes that Gneckow ceased to view Plaintiff as a criminal suspect at some
point in 2002. Plaintiff was the subject of an FBI investigation from December 2001 until at
least 2004. See Ex. 2, Gneckow Dep. 55-57; Ex. 3, Cleary Dep. 109-10. The FBI conducted
surveillance of al-Kidd and his then-wife in the spring and summer of 2002 (which indicated no
illegality). Ex. 1, Pl. Docs 2400-24; Ex. 3, Cleary Dep. 121, 125-26. The FBI had al-Kidd’s
name added to the Treasury Enforcement and Communication System (TECS) database, with a
“lookout” to track his international travel. Ex. 4, Alvarez Dep. 18-19. The FBI also added al-
Kidd’s name to the Violent Gang and Terrorist Organization File. See Ex. 3, Cleary Dep. 118;
Ex. 22, NCIC Printout.

Plaintiff was also a co-subject in Al-Hussayen’s criminal investigation. Ex. 5, U.S. Docs
2724, 3002-03, 3007; see also Ex. 2, Gneckow Dep. 45-46 (“a possible co-subject” has not been
“ruled out definitively” from criminal suspicion); Ex. 6, Mace Dep. 73 (equating “subject” with

“suspect”). The FBI sent al-Kidd’s name as a proposed “defendant[]” to the U.S. Attorney’s
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Office, see Ex. A, U.S. Docs 666 (filed under seal), to evaluate him for potential prosecution. EX.
7, Lindquist Dep. 53.

Prior to his arrest, Mr. al-Kidd had never failed to meet with the FBI when asked. EX. 3,
Cleary Dep. 170-71, 173-74, 179-81. No FBI agent told Mr. al-Kidd his testimony might be
needed, asked him to surrender his passport, or attempted to serve him with a subpoena, Ex. 15,
U.S. Resp. 1st RFA #10-13; Ex. 2, Gneckow Dep. 198-99. Within days of Plaintiff’s arrest, FBI
Director Robert Mueller testified before Congress that Plaintiff’s arrest—along with that of
Khalid Shaikh Mohammed, a “mastermind” of the September 11th attacks—was a “major
success[]” in the government’s anti-terrorism efforts. Ex. 1, Pl. Docs 3-4 (testimony before
House Subcommittee, Mar. 27, 2003); Ex. 21, Testimony before Senate Subcommittee (Apr. 10,
2003) (same). Director Mueller never mentioned that Plaintiff was arrested as a witness. The
government has never been able to explain why Director Mueller’s testimony highlighted Mr. al-
Kidd. See Ex. 18, U.S. Resp. 4th RFA, #73-84 (government was unable to determine how al-
Kidd came to be mentioned in Director Mueller’s testimony).

In addition, when Mr. al-Kidd was arrested at Dulles Airport, FBI agents took him to a
police station in the airport and, with Gneckow’s consent, interrogated him. EX. 2, Gneckow
Dep. 189-92. They questioned him at length, without counsel, about numerous matters unrelated
to Al-Hussayen’s charges—including al-Kidd’s own religious beliefs and opinions on various
Islamic organizations, the purpose of his previous trip to Yemen, and the contents of his luggage.
Id. 192; see also Ex. 1, Pl. Docs 26-31. The FBI agents searched al-Kidd’s belongings, Ex. 5,
U.S. Docs 2997, and seized numerous items, including his laptop. Ex. 2, Gneckow Dep. 125; Ex.

5, U.S. Docs 1982. The FBI later drafted a search warrant application to search al-Kidd’s laptop,



Case 1:05-cv-00093-EJL-MHW Document 310-8 Filed 12/21/11 Page 6 of 12

stating that it likely contained relevant to Plaintiff’s possible criminal activities. Ex. 5, U.S.
Docs 1583 (filed under seal).

Following his interrogation, Mr. al-Kidd was incarcerated in three different facilities in
Virginia, Oklahoma, and Idaho. Each time he was transferred, al-Kidd was shackled with leg
restraints, a belly chain, and handcuffs. Ex. 13, Pl. Resp. 1st ROG #14; Ex. 1, Pl. Docs 123-24,
702-04; Ex. 14, al-Kidd v. Sugrue, No. 06-cv-1133, 2007 WL 2446750, at *1 (W.D. Okla. Aug.
23, 2007). Al-Kidd was strip-searched multiple times over the course of his detention. Ex. 1, PI.
Docs 2184, 703-04; Ex. 13, PI. Resp. 1st ROG #14; see also Sugrue at *1. In Virginia, he was
held under high-security conditions, often spending 22 to 23 hours a day in his cell. Ex. 1, PI.
Docs 123, 450, 2183; Ex. 13, PIl. Resp. 1st ROG #14. In the detention center in Oklahoma, al-
Kidd was made to remove his clothes and sit naked in view of other, fully clothed detainees. EXx.
1, Pl. Docs 2184; Ex. 14, Sugrue at *1. While al-Kidd was incarcerated in Ada County Jail in
Idaho, Gneckow and Cleary questioned him. Ex. 2, al-Kidd Dep. 185; Ex. 2, Gneckow Dep. 63,
187; Ex. 3, Cleary Dep. 141.

At al-Kidd’s detention hearing in Idaho on March 25, 2003, the government opposed his
release, contending that he was dangerous. Ex. 1, Pl. Docs 1795, 1797. Al-Kidd was never
called as a witness or deposed for Al-Hussayen’s trial. Ex. 7, Lindquist Dep. 35, 101-02. Even
so, the government did not move to have al-Kidd’s release restrictions lifted, leaving al-Kidd to
file a motion himself. Ex. 12, Motion, U.S. v. Al-Hussayen, No. 3:03-cr-0048 (Dkt. #665).

8-11. Plaintiff does not dispute these facts.

12. Plaintiff disputes these facts insofar as Defendants imply that Mr. al-Kidd was not
supposed to speak to the press. Defendants omit that the FBI’s investigation in Idaho was not

secret, and that the reporter spoke with multiple people, including law enforcement officials. See
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Ex. 20, Seattle Post-Intelligencer article. Defendants omit that the FBI never told Plaintiff not to
talk to reporters or to keep his meetings with the FBI a secret. See Ex. 9, Gneckow RFA #21; EX.
3, Cleary Dep. 176.

13. Plaintiff does not dispute these facts.

14. Plaintiff disputes these facts insofar as Defendants imply that Plaintiff prepared to
leave the country “[d]uring th[e] same time period” as the Al-Hussayen indictment. Defendants
omit that Plaintiff applied to the university in Saudi Arabia in April 2002, months before al-
Hussayen’s arrest. See Ex. 10, al-Kidd Dep. 113, 118. Defendants also omit that Plaintiff began
making plans to travel to Saudi Arabia for work in late 2002. Ex. 10, al-Kidd Dep. 132-33 (al-
Kidd applied to Berlitz in December 2002); Ex. 1, Pl. Docs 9-18 (Berlitz employment contract,
signed January 2003), 26 (al-Kidd obtained a work visa). Defendants also omit that, in the first
week of February 2003, al-Kidd learned that the university had accepted him and awarded him a
scholarship, Ex. 10, al-Kidd Dep. 119. That same month, before Al-Hussayen’s arrest, he began
the process of applying for a visa. Ex. 10, al-Kidd Dep. 120-21, 137; see also Ex. 5, U.S. Docs
98 (reservation monitoring printout showing al-Kidd’s flight had a “visa” requirement); Ex. 11,
Alvarado Dep. 229-30. The Saudi Cultural Mission paid for his plane ticket. Ex. 10, al-Kidd
Dep. 125.

15. Plaintiff does not dispute these facts.

16. Plaintiff disputes the fact that his reservation did not list a return flight to the extent it
suggests that he had a one-way ticket. Plaintiff’s ticket was open-ended. Open-ended tickets by
definition have a return. EXx. 2, Gneckow Dep. 183.

17. Plaintiff does not dispute these facts.
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18. Plaintiff disputes that Agent Alvarado had no reason to look for Plaintiff in particular.
Plaintiff’s name was specifically added to the TECS in 2002 with a “lookout” to track his
international travel. See Ex. 4, Alvarez Dep. 18-19.

19. Plaintiff disputes these facts. It is unclear what Agent Alvarado told Agent Alvarez
regarding whether Plaintiff had a return flight. See Ex. 11, Alvarado Dep. 257, 263. Further,
Agent Alvarado never learned how much the ticket cost, nor did he attempt to find out how much
it cost even though he could have obtained that information by calling the airline. Id. 260-61.

20-23. Plaintiff does not dispute these facts.

24. Plaintiff disputes that Defendant Gneckow “determined” that Plaintiff had left his
home in Kent, Washington before seeking the material witness warrant. Prior to contacting
Lindquist, Gneckow had made no efforts to locate al-Kidd. Ex. 2, Gneckow Dep. 143. Nor did
Gneckow recall what efforts were made to ascertain al-Kidd’s location after his conversation
with Lindquist. 1d. 143-44 (Gneckow could not recall whether he “ask[ed] someone to do a

77 Gk

drive-by,” “mak][e] a phone call,” or take any other steps).

25. Plaintiff disputes that Defendant Gneckow simply “included the information” Agent
Alvarez provided him regarding Plaintiff’s flight reservation in his affidavit. Instead, Gneckow
“took [it] upon [him]self” to verify the information by calling an FBI agent stationed at Dulles
Airport. Ex. 2, Gneckow Dep. 165-67.

Gneckow learned of al-Kidd’s travel plans on March 13, 2003, from an oral conversation
with ICE officer Robert Alvarez. Ex. 2, Gneckow Dep. 135-36, 162-63, 170; EX. 4, Alvarez
Dep. 31-32, 52. Gneckow and Alvarez worked in the same office. EX. 2, Gneckow Dep. 135-

36. Alvarez told Gneckow verbally that Plaintiff was flying to Saudi Arabia on a one-way, first-

class ticket. Alvarez gave Gneckow a range of possible departure dates. Gneckow did not
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inquire about the confusion regarding al-Kidd’s departure date. 1d. 174-75. Nor did he ask to
look at any paperwork showing al-Kidd’s flight information. 1Id. 163, 173. Gneckow also did
not attempt to find out the class of the ticket, or whether al-Kidd had purchased a return flight.
Id. 169-70, 173-74. Gneckow made no attempt to find out when al-Kidd had made his travel
plans or booked his ticket. Ex. 16, Gneckow Resp. 1st ROG #12; Ex. 2, Gneckow Dep. 149-50.
Gneckow did not ask Alvarez “to do any follow-up research” about al-Kidd’s travel plans or to
show him any documents to verify the information. Instead, Gneckow contacted the FBI agent
at Dulles Airport and asked whether al-Kidd’s name appeared on an upcoming flight manifest.
Ex. 2, Gneckow Dep. 146, 166. Gneckow did not ask the agent about the class of the ticket, the
booking date, the price, or whether a return trip had been purchased. Id. 169-70, 174-75; EX. 16,
Gneckow Resp. 1st ROG #7, 12.

26. Plaintiff disputes the fact that the FBI Headquarters did not provide guidance on Mr.
al-Kidd’s investigation. To the contrary, FBI Headquarters received updates and provided
guidance on al-Kidd’s investigation. See Ex. 8, Dezihan Dep. 85-86, 102, 104, 106, 161-62; EX.
2, Gneckow Dep. 23-24; Ex. 5, U.S. Docs 2724-26 (electronic communication sent to
headquarters); Ex. 1, Pl. Docs 3-4 (Mueller testimony).

27. Plaintiff disputes these facts insofar as they imply Mr. al-Kidd had information
germane to the visa and false statement charges against Al-Hussayen. In fact, al-Kidd had little
knowledge of Al-Hussayen. Ex. 10, al-Kidd Dep. 159-61. Further, the Al-Hussayen indictment
pending at the time of al-Kidd’s arrest did not mention either al-Multaga or al-multaga.com. EX.
12, Indictment, U.S. v. Al-Hussayen, No. 3:03-cr-0048 (Dkt. #1). While working at al-Multaga,
Plaintiff’s duties were limited to arranging the English library, making tape labels, designing

book covers, and speaking on Islam at public events. See Ex. 10, al-Kidd Dep. 156-57.
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Finally, prosecutors on Al-Hussayen’s case had obtained numerous of pages of
documentary evidence about Al-Hussayen’s activities, making al-Kidd’s testimony redundant.
See Ex. 2, Gneckow Dep. 54 (referencing bank records); Ex. 12, Indictment, Al-Hussayen, at
7-9, 11, 13, 15-21, 23 (Dkt. #1) (referencing business records, emails, websites, and other
documents).

28. Plaintiff does not dispute these facts.

29. Plaintiff disputes that Defendant Mace had “no independent knowledge of al-Kidd.”
Defendant Mace admitted that he may have had been aware of Plaintiff as a football player at the
University of Idaho. Ex. 6, Mace Dep. 13.

30. Plaintiff does not dispute these facts.

31. Plaintiff disputes that he “requested” a continuance of his detention hearing so that
he could be transported to Idaho. Plaintiff appeared before the Magistrate Judge in Virginia on
March 17th without counsel, and asked for his testimony to be “expedite[d].” Ex. 19, Hearing,
U.S. v. al-Kidd, No. 03-94 at 2-3 (E.D. Va. Mar. 17, 2003). The judge stated that “the fastest
way for you to get to Idaho and see the people that can . . . discuss why you were arrested”
would be to “waive your right to a hearing here today” and consent to a transfer to Idaho. Id. at
3. The government attorney represented that the transfer would occur “as quickly as possible,”
and al-Kidd consented. Id. at 4. Yet the government delayed transferring al-Kidd until March
24. See Ex. 14, Sugrue at *1.

32-34. Plaintiff does not dispute these facts.

35. Plaintiff disputes that AUSA Lindquist decided not to call Mr. al-Kidd at trial
“primarily” based on the defense’s strategy “as the trial progressed.” Mr. al-Kidd was never

deposed for Al-Hussayen’s trial. Ex. 7, Lindquist Dep. 101-02. Further, prosecutors had
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obtained thousands of pages of documentary evidence about al-Hussayen’s activities, making al-
Kidd’s testimony redundant. See Ex. 2, Gneckow Dep. 54 (referencing bank records); Ex. 12,
Indictment 11 7-9, 11, 13, 15-21, 23, Al-Hussayen (Dkt. #1) (referencing business records,
emails, websites, and other documents).

36. Plaintiff does not dispute these facts.

37. Defendants appear to have stated inadvertently that the jury found Al-Hussayen
guilty on some counts, and could not reach a verdict on others. In fact, the jury found Al-
Hussayen not guilty on all the terrorism charges and did not reach a verdict on the visa fraud
charges. Ex. 12, Jury Verdict, Al-Hussayen (Dkt. #671).

38. Plaintiff disputes that the Chertoff memorandum is “guidance” on the use of the
material witness statute, as it does not emphasize using the statute to preserve testimony. Rather,
it is a letter template provided to prosecutors to use in response to inquiries. It is not probative of
substantive Justice Department policy, but rather provides information about the Department’s

public communications. See Ex. 5, U.S. Docs 78-79.

Respectfully submitted,

/sl
Lee Gelernt
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